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Abstract. Recent anthropological analyses of Chinese attitudes towards privacy fail to pay adequate attention
to more ordinary, but more widely shared ideas of privacy – ideas that, moreover, have changed dramatically
since the 1980s as China has become more and more open to Western countries, cultures, and their network and
computing technologies. I begin by reviewing these changes, in part to show how contemporary notions of
privacy in China constitute a dialectical synthesis of both traditional Chinese emphases on the importance of
the family and the state and more Western emphases on individual rights, including the right to privacy. This
same synthesis can be seen in contemporary Chinese law and scholarship regarding privacy. A review of recent
work in philosophical ethics demonstrates that information ethics in China is in its very early stages. In this
work, privacy is justified as an instrumental good, rather than an intrinsic good. I argue by way of conclusion
that privacy protections will continue to expand in China, in part under the pressures of globalization,
increasing trade with and exposure to Western societies, and the increasing demands for Western-style
individual privacy by young people. Even so, I argue that these emerging conceptions of privacy will remain
distinctively Chinese – i.e., they will retain a basic consistency with traditional Chinese values and approaches.
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Introduction

In Chinese Concepts of Privacy, the authors described
Chinese concepts of privacy in different historical
periods. Their studies referred primarily to studies of
Chinese elites, focusing on the gentry and/or rulers,1

so this book did not give a sufficient account of the
privacy experience of today’s ordinary Chinese peo-
ple. Even more importantly, these studies did not fully
reveal important transformations in widely shared
Chinese ideas of privacy since the 1980s. Therefore,
though the book has a great significance, it neglects
these two important aspects of privacy concepts.
Hence in this paper, I try to study the transformation
of contemporary Chinese consciousness of privacy,
and then investigate the present condition of legal
protection of privacy and ethical thinking concerning
privacy in China. On this foundation, finally, I shall
predict the possible future of privacy issues in China.

The changing concept of privacy of contemporary

Chinese and emergence of the issue of data privacy

Since 1980, along with reforms and opening up of the
country, Chinese society began to experience greater

variety in numerous ways. There were more and more
ingredients of market economy in the economic
structure, and the traditional planned economy sys-
tem, in fact, no longer existed. In the political
domain, democracy and the rule of law obtained
initial footholds. In the ideological field, although
traditional predominant values still held deep influ-
ence on Chinese thought and behavior, a new per-
meation of Western values was already an
undisputable fact.

Due to these drastic changes in contemporary
society, various ideas of the average Chinese citizen are
now very different from ones in the immediate past.
The market economy needs the individual as an inde-
pendent subject; democracy and the rule of law would
be impossible without the free individual to participate
therein – and the core of the Western values includes
these notions of the individual and free individualism.
All these elements help foreground the dramatic
changes in thought and consciousness at work in
contemporary Chinese society. In this society, people
no longer regard individual interests, individual free-
dom, and individual rights as taboo topics of discus-
sion. In contrast with the not-so-distant past,
individual independence and subjectivity have obvi-
ously been promoted in their importance and value in
social life. Increasing diversity in contemporary

1 See B.S. McDougall and A. Hansson (Eds.), Chinese Concepts
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Chinese society also makes for greater variety in Chi-
nese ideas of privacy. More and more Chinese citizens
begin to give importance to privacy and express con-
cern over protecting emerging rights to privacy.

On the whole, the variety of consciousness of pri-
vacy in contemporary China mainly follows three
aspects:

First, individuals gradually expand their self-
consciousness of a right to privacy. Earlier, Chi-
nese in conversation, especially between friends,
would usually feel free to talk about anything (with
the exception of some sensitive political topic). But
now, if someone’s question to a conversation
partner deals with matters that the partner does
not want to make public – the conversation partner
can usually decline to answer the question, on the
plea that ‘‘this is my privacy’’. This plea seems to
be proper and legal – in part, because subsequent
questions will no longer deal with the matters that
have now been declared as ‘‘private’’. In the city,
even many young people (especially students in
high school or primary school) know to use ‘‘do
not interfere with my privacy’’ as a reason to
obstruct what they see as excessive or intrusive
concern on the part of their parents. In fact, more
and more sons and daughters in primary and junior
high school protest against their parents opening
their mail without their permission: indeed, some
newspapers and magazines repeatedly advise par-
ents to respect their sons and daughters’ right to
privacy – while in the past, opening the mail of
sons and daughters seemed to be taken as a matter
of course. Now, some minors even demand that the
parents must knock on door and be given permis-
sion first before entering their room2: but in the
past, entering freely the room of minor sons and
daughters seemed to be a parents’ privilege, ‘‘or-
dained in nature’’.

Second, many Chinese today are no longer inclined
to interfere with what they perceive to be the privacy
of the others: indeed, to some extent, they now show
respect for others’ privacy. For example, before the
1980’s, if someone discovered others were having an
extramarital affair, s/he would want to Zhuojian
( ) them, i.e., to catch the adulterers in the act.
But Chinese today are no longer inclined to Zhuoj-
ian. Even though extramarital sex is not considered
morally legitimate, many Chinese now regard it as a

personal affair that others have no duty to interfere
with. It may now be possible that Zhuojian only
occurs between the spouses. That is, if a wife or
husband has such an extramarital affair, the hus-
bandorwife (respectively)may still pursueZhuojian.
(The rationale for this kind of Zhuojian perhaps
comes from the commitment expressed in engage-
ment and marriage, and from the benefits of mar-
riage for the family – where family is given a higher
place than individual interests.) In 2003, China
Youth Daily carried out a national investigation into
the problem of privacy. Its results showed that 55%
of citizens think privacy should be respected and
protected. While this percentage is not as high as we
might find in Western societies, it is still a good
indication that respect for privacy is a matter of
consensus for most contemporary Chinese. Some
government sections may still possibly take national
security or social benefits as their justification for
inquiring into personal information. But at least
now, these investigations cannot involve personal
data that have nothing to do with national security
or social benefits: if they do so, they may be deferred
or rejected on grounds of personal privacy.

Third, the scope of privacy in contemporary Chi-
nese has been expanded to some degree. Though
many common Chinese still link privacy with Yinsi
( , shameful secret) – to a large extent, at least in
the relevant discussion of many contemporary
Chinese scholars, the concept of privacy is no
longer been limited to the earlier, narrow sense of

, but now includes all personal information
(i.e., whether shameful or not) that people do not
want others to know. Such a concept is gradually
exerting an influence on the average Chinese. This
expanding scope of ‘privacy’ is apparently based, at
least in part, on the expansion of physical personal
space in contemporary China. Earlier, because the
supreme importance of the larger society and
community was unilaterally emphasized, personal
space in traditional Chinese society was com-
pressed to an extremely small limit. But in the
transformation from traditional Chinese society to
the contemporary society, individual values are
promoted, and physical personal space also is also
expanding. In addition, this expansion of physical
personal living space has created the objective
condition for the protection of personal privacy.
According to the Blue Book of Real Estate, from
1978 to 2003, per capita housing space in Chinese
cities and towns has grown from 3.6 square meters
to 11.4 square meters.3 Compared with Western

2 H.S. Zheng. Chinese of 21st century: time, competition

and privacy. China Soft Science, 2: 47–49 1994.
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countries, per capita housing space in China is still
not extensive, but it has made a great improvement
over the conditions of 20 year ago. Society leaves a
bigger physical space for the personal, which nat-
urally makes it possible to extend the scope of what
is included under the concept of ‘‘privacy’’ – even if
this does not necessarily result in strengthening of
idea of privacy.

Along with the popularization of the Internet of the
1990s, one brand-new privacy problem emerged in
China – namely, the problem of data privacy pro-
tection. As everyone knows, Internet commerce in
China has developed very rapidly. The Internet pro-
vides a convenient environment for citizens’ com-
munication and business. But at the same time,
because of the anonymity and new flexibility of online
behaviors, the network also become a convenient tool
for the spread of privacy. But as in other nations,
there are also a great deal of problems on the network
in China, e.g., personal data is collected and released
at will, commercial secrets are stolen and revealed,
etc. In addition, since China entered the World Trade
Organization, the problem of data privacy has caused
more extensive concern. On the one hand, more and
more foreign enterprises enter China to produce and
market goods and services, which further inspires the
Chinese consumer’s request for protection for data
privacy; on the other hand, more and more Chinese
enterprises will go abroad, which requires that they
must adopt the privacy rules for members of the
WTO.4 The supra-regional and international char-
acter of the Internet and the WTO make contempo-
rary Chinese ideas of privacy break through the
earlier limits of native culture, and to some degree,
Chinese ideas are probably coming to more closely
resemble common foreign ideas of privacy. In addi-
tion, the emergence of the data privacy problem also
makes contemporary Chinese increasingly dissatisfied
with the protection of general right of privacy, and so
they continue to request protection for a special right
to data privacy.

The legal protection of privacy

The diverse conceptions of ‘‘privacy’’ among con-
temporary Chinese citizens are by all means reflected
in the law. In fact, even though up until now, Chinese
law has not clearly defined privacy as a kind of
independent right – the legal protection of privacy
rights has gradually increased since the 1980s.

In the Chinese Constitution, there are some articles
that deal with the issue of privacy. Article 38 states
that the personal dignity of citizens of the People’s
Republic of China is inviolable. Insult, libel, false
charges or attempting to ‘‘frame’’ citizens by any
means is prohibited. Articles 37 and 39 define,
respectively, the protection of freedom of the person
and of residence. Article 40 provides for the freedom
and privacy of correspondence of the citizen.5

In General Principles of Criminal Law, Article 252
states that ‘‘those infringing upon the citizen’s right
of communication freedom by hiding, destroying, or
illegally opening other’s letters, if the case is serious,
are to be sentenced to one year or less in prison or put
under criminal detention.’’ Article 245 also provides
that ‘‘those illegally physically searching others or
illegally searching other’s residences, or those illegally
intruding into other’s residences, are to be sentenced
to three years or fewer in prison, or put under crim-
inal detention.’’6

In the General Principles of Civil Law (1986),
Article 101 provides a ‘‘right of reputation’’ to citi-
zens and legal persons, stating ‘‘[the] personality of
citizens shall be protected by law, and the use of
insults, libel or other means to damage the reputation
of citizens or legal persons shall be prohibited.’’7

In addition to these main laws, there are other legal
documents that regulate protection for specific pri-
vacy issues in various domains, such as the Law on the
Protection of Minors (1991), the Law on the Protec-
tion of Rights and Interests of Women (1992), the
Law on Lawyers (1996), the Law on Statistics, and the
Provisional Regulations Relating to Bank Manage-
ment (1986), etc.8 It can be asserted that the provi-
sions concerning the protection for privacy in these
laws have obviously improved the condition of pro-
tection for privacy in China. But these provisions
mainly take an indirect way to protect privacy,
namely these provisions generally interpret the
infringement upon privacy as infringement upon right
of reputation. But if some ways of infringing upon
privacy do not relate to the problem of reputation,
then these infringements may be beyond the reach of
law’s power. The Interpretation of the Supreme Peo-
ple’s Court Regarding Issues of the Ascertaining the
Liability of Compensation for Spiritual Damage for
Tort (2001) [hereafter referred to as Interpretation],
resolved this problem to a certain extent. Article 1 of
the Interpretation states ‘‘ ...If someone infringes upon
other’s privacy or other personality interests, and the
aggrieved party, taking tort as the cause to get com-

4 See C.-Z. Wang. Entry into the WTO and the protection of

data privacy in China. Journal of International Trade, 7: 17–19, 33,

2002. ( , ,
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5 http://en.chinacourt.org/public/detail.php?id=2697
6 http://newmedia.cityu.edu.hk/cyberlaw/gp15/cnlaw1.html
7 http://en.chinacourt.org/public/detail.php?id=2696
8 See: http://newmedia.Cityu.edu.hk/cyberlaw/gp15/cnlaw1�3.html
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pensation for spiritual damage, brings a suit to a
People’s Court, the People’s Court shall accept it
according to law.’’9 It is crystal-clear that Article 1
juxtaposes privacy and other personality interests.
This means that the Court no longer protects privacy
only indirectly by way of the laws regarding protec-
tion of reputation and some other personality inter-
ests, but now undertakes a direct way of protection by
giving privacy a status equal to other personality
interests (including reputation).10 Certainly, this kind
of direct protection is only preliminary, and it requires
further development. Now, the key problem is that the
right to privacy has not yet been explicitly provided as
an independent right in Chinese law. This will prob-
ably affect the strength of available legal protection
for privacy.

Up until now, there has been no general data-
protection law in China, with the exception of some
local laws involving data protection. Therefore, the
protection of data privacy is a very urgent problem.
Nonetheless, some scholars have already explored the
problems of data privacy protection, and have pro-
posed some standpoints. The discussion of these
standpoints may affect future legislation regarding
data privacy protection.

In 1996, Zhang explored the issue of legal protec-
tion for personal data. He took the data owner’s right
to privacy as a key point of legal protection for per-
sonal data.11 In his paper, Zhang discussed the basic
contents of personal data law, and introduced the
Western mode of legal protection for personal data.

In 2001, Zhou and Wen-Qu put forward the leg-
islative conception of the protection of data privacy
rights. They proposed that legislation protecting
personal data should consider the following aspects:
(1) personal data rights (such as the right to know,
the right to correct, the right to open and the right to
claim for compensation, etc.); (2) collections and
retention of personal data; (3) usage of personal data;
(4) publishing of personal data; and (5) compensation
for privacy infringement.12

In addition, while some scholars have discussed the
protection of the right to privacy on networks – even if
they did not explicitly use the concept of a right to
data privacy, their points nonetheless involved the
issue of protection for data privacy in reality. In The
protection of rights to privacy in networks, intended to
improve our legislation on the protection of privacy
rights online, Wang made the following suggestions:
(1) we should take it as our legislative guideline to lay
equal stress on the free flow of information and the
protection of personal data; (2) we should adopt a
‘‘dispersive’’ lawmaking mode – i.e., a multifaceted
approach to protecting privacy that includes general
laws and statutes, along with self-regulation agree-
ments in various industries, etc.; and (3) we should
strengthen international cooperation with regard to
mechanisms for protecting privacy rights online.13

Obviously, these academic studies concerning data
privacy and its protection were not limited to the
realm of electronic commerce, but involved many
additional aspects as well.

In contemporary China, the discussions concern-
ing legislation for protection of data privacy display
different values than we might find in similar discus-
sions in Western societies. Liu pointed out:

Generally speaking, if a country or nation takes
power as a standard, its privacy policy usually
emphasizes the social benefits aspect of privacy. In
order to exercise power and maintain social order,
this kind of privacy policy usually avoids letting
privacy become an obstacle to power or the state’s
effort to establish order to the best of its abilities, and
enforces instead a restriction on the extension of
privacy. Therefore, its scope of privacy protection is
also narrower, and the strength of protection for
privacy is smaller as well. By contrast, if a country
takes right as a standard, its privacy policy usually
emphasizes personal benefits; this kind of privacy
policy protects personal space, personal mental
worlds, and personal freedom as far as possible, and
avoids letting the dignity of personal privacy become
eroded through the exercise of power against it.
Correspondingly, its privacy scope is also broader,
and the strength of the protection is larger as well.14

Contemporary China is in a period of social transfor-
mation, so it is neither simply a traditional society that
takes only the power as its standard, nor a fullymodern

9 Translation by the author. Original version: http://sports.-

people.com.cn/GB/31928/32032/35851/36217/3003224.html
10 Here, my opinion is enlightened by an unpublished paper of

Yang Kai-xiang. I am grateful to him for allowing me to see an

unpublished version of his paper—‘‘Legal provisions on the right

to privacy in China.’’
11 X.-B. Zhang. The development of IT and the protection of

right to privacy. Law and Social Development, 5: 16–25, 1996.
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12 C.-M. Zhou and C. Wen-qu. Right to data privacy and legal

protection of it. Lawyers World, 7: 33–34, 2001.

( , ,

, )

13 J.-L. Wang. The protection of right to privacy in network. Science,

Technology and Law, 4: 77–81, 2001. ( ,

, )
14 D.-L. Liu. On privacy and right to privacy. Social Science, 8:

51–58, 2003. ( , ,
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society that takes only right as its standard. Therefore,
the protection of privacy in contemporary China,
compared with its past, has relatively increased
consideration of personal benefits, but still takes social
benefits as the center of gravity, and the protection of
personal privacy is obviously limited by the social
benefits and national interest. ComparedwithWestern
countries, the protection of a right to privacy in China
is still limited. Perhaps this is why some right to privacy
can be overridden by needs of state security, criminal
investigations, etc.

Ethical thinking concerning the issue of privacy

Generally speaking, in contemporary China, com-
pared with the various ideas concerning privacy
among ordinary people and the gradual progress in
legal protection of privacy and data privacy – ethical
reflection concerning privacy and the right to privacy
is relatively behind the times. In a recent search for
articles in ethics involving privacy issues (from http://
www.chinajournal.net.cn), I found that fewer than 20
papers of this sort were published between 1994 and
2004. And even when these papers attempted to study
privacy issues from ethical perspectives, they largely
lacked academic depth.

For example, Liu and Dai15 take up the necessity
of developing ethical norms concerning gene privacy.
They hold the view that the loss of gene privacy
would naturally produce a new social bias – a gene
bias. If someone’s genetic information is detected,
published, or made use of in unjust ways, that person
may face discrimination and a series of unreasonable
treatments, e.g., upon entering high school, taking up
employment, buying insurance, etc. The authors
pointed out that in order to prevent native resources
of genetic information from being obtained inex-
pensively by developed countries, and in order to
avoid losing valuable genetic information of indi-
viduals owing to the death of natural persons, etc.,
the state should be allowed to collect or use genetic
information of individuals by compulsory means.
According to such a standpoint, genetic privacy
seems not only related to individual interests, but also
becomes a part of national interests.

Yu16 proposes a few ethical principles for pro-
tecting privacy rights in networks:

1. The principle of respect. The respect for the right to
privacy in networks incarnates the spirit of socia-
list humanitarianism.

2. The principle of informed consent. Collectors of
personal information must tell the person involved
what will be collected, and collection of personal
information can only be carried out if it receives
approval in this way.

3. The principle of equilibrium. This principle
seeks to reach the balance between the safety of
personal privacy and the safety of society. But it
emphasizes that personal communications on
networks should be recorded, so that the relevant
organization can check them in order to guarantee
social safety.

4. The principle of social rectification. If some
infringement upon the right to privacy in networks
has occurred, society should rectify this kind of
behavior so as to guarantee the stability of the
social order.

In these four principles, principles 1 and 2 display the
subjectivity and independences of the individual, but
principles 3 and 4 again take nation and society as the
higher ethical standard.

In ‘‘A philosophical reflection on loss of privacy,’’
Li and Na explored the problems of loss of privacy as
a result of the development of technique. The authors
clearly affirmed the value of the right to privacy. They
argued that the right to privacy is a person’s most
basic right, and it is the foundation of mankind’s
dignity. Because only if a person can claim the right
to privacy, can she or he claim to have freedom of
thought – and only then can she or he independently
decide on her or his behavior, be respected by others,
and live a free life. This kind of standpoint looks like
a Western standpoint of privacy.17 But the authors
further pointed out that maintaining a right to pri-
vacy is not only a problem that concerns the indi-
vidual, but is also an important concern of society. If
the right to privacy cannot be protected, they argue,
people will lack a sense of safety; and if people lack a
sense of safety, the stability and development of
society will be affected directly.18 As this shows, the
center of gravity of that paper’s argument for the
protection of the right to privacy is still based on the
society or social requirements.

These three articles discuss different aspects of
privacy, but they also share a common ground.

15 R.-Z. Liu and D. Wei. The ethical and legal standardization

to gene privacy. Studies in Dialectics of Nature, 9: 77–81, 2004.

( , ,

, )
16 Y.-F. Yu. On the ethics of protection of right to privacy in

networks. Guangxi Social Sciences, 7: 52–53, 2004.

( , ,
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17 D. Johnson. Computer Ethics, p. 120. Prentice-Hall, Upper

Saddle River, New Jersey, 2001.
18 R.-F. Li and Y. Na. A philosophical reflection on the loss of

privacy. Science, Technology and Dialectics, 5: 38–41, 2003.
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They all affirm both the value of the protection of
the right to privacy to the individual to some
extent, and place special emphasis on the interests
of nation and society. This mode of thinking is in
accordance with the larger variety of ethics in
contemporary China.

Before 1978, if someone publicly expressed the
intention of pursuing individual interests, he or she
would have certainly been called an egoist. The so-
called ‘‘be selfless’’ imperative was the moral standard
widely diffused at that time. After 1978, however,
along with the increasing diversity of the society,
people begin to pay attention to and value individual
interests. Adapting to the demands of social diversity,
the predominant ethics now express a new viewpoint
that argues against the simple denial of individual
interests and emphasizes instead the dialectical uni-
fication of collective interests and individual interests:
in doing so, however, this ethics points out that this
kind of unification must take collective interests as
the foundation. That is to say, in the light of the
collectivism principle of the prevailing ethics, collec-
tive interests and individual interests are both
important, but comparatively speaking, the collective
interests are more important than individual inter-
ests.19 This kind of standpoint in the predominant
ethics impacts the moral evaluation of and moral
thinking about each aspect of social activities. Nat-
urally, the ethical analysis of the issue of privacy also
embodies this dialectical unification articulated in the
predominant ethics. The three papers discussed above
are instances of this view. In the age of the planned
economy, the (old) collectivism that ignored individ-
ual interests certainly did not consider an individual
right to privacy – but along with the increasing con-
cern for individual interests, the new collectivism
accordingly began to reflect on the issue of individual
privacy, even if this kind of reflection still gives col-
lective interests a higher priority than individual
interests.

Tang has claimed:

Generally speaking, privacy perhaps remains a
largely foreign concept for many Chinese people.
Individual’s privacy has not been a serious concern
in China. This is due to: 1. long tradition of col-
lectiveness of the society which is ranked above
individualism; 2. tight control by the Government
that practises close scrutiny of the citizens and
keeps meticulous records of them; and 3. average
crowded living environment, so that private space

is basically something luxurious and is therefore
not generally expected.20

In my opinion, cause 2 is not absolutely correct. Even
if the Chinese government did not implement close
scrutiny of citizens, or even if in realms in which there
is not much governmental control, some people are
still curious about others’ private matters. I also think
that cause 3 is no longer correct. To see the reason for
my claim, we can simply contrast conditions between
urban and rural areas. Granted, in cities private space
is something luxurious – but this is not the case in
many rural areas. At the same time, however, people
in rural areas are more interested in other people’s
private matters than are people in cities. This is
because, first, Chinese are mainly interested in the
private matters of acquaintances – perhaps because of
the tradition of collectivism described in the first of
the three causes outlined above. Moreover, rural
areas are ‘‘acquaintance societies’’ – i.e., close-knit
societies in which, generally speaking, everyone
knows everyone else’s business – while, in contrast,
cities are places where individuals enjoy greater
anonymity. Hence, enlarging living space only sup-
plies an external condition for the protection for
privacy – i.e., a sense of privacy already felt by city
dwellers, at least in contrast with those living in the
country: at the same time, it does not necessarily
result in a strong sense of privacy. All of this leaves
only cause 1 as the main reason why Chinese con-
ceptions of privacy are weaker than Western ones. In
traditional Chinese society, the old collectivism that
ignored individual interests certainly had no serious
interest in protecting individual privacy. Even in
contemporary China, along with increasing valuation
of individual interests – even though the new collec-
tivism leaves some space for individual privacy, the
opinion that the collective is more important than the
individual still makes it impossible to have a sense of
privacy as strong as Western societies that, by con-
trast, begin with individualism as the foreground
assumption undergirding privacy conceptions.

In China, all published ethics papers that deal with
privacy have not taken privacy as an intrinsic good:
they usually argue instead the necessity of and
rationality for privacy protection as an instrumental
good. Moreover, some Western scholars explain pri-
vacy rights in terms of property rights,21 but up to
this point in China, such an approach has not
appeared. Referring to the way of thinking of

19 G.-J. Luo. Ethics, p. 158. People’s Publishing House, 1989.

( , , , )

20 R. Tang. 2002. Approaches to Privacy – The Hong Kong

Experience. <http://www.pco.org.hk/english/infocentre/

speech_20020222.html>
21 See, J.W. DeCew. The Scope of Privacy in Law and Ethics.

Law and Philosophy, 5: 167, 1986.
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Western scholars, a handful of Chinese scholars have
argued that the protection of privacy is advantageous
to personal freedom, but most scholars have
emphasized the social function of privacy and the
importance of privacy protection for social develop-
ment: this also obviously reflects the whole cultural
background in China and predominant values that
take society and the collective good as the first moral
standard. In fact, even only in regard to the social
function of the privacy, Chinese researchers also take
different approaches than their Western counterparts.
Chinese researchers generally argue the social func-
tion of privacy protection in relation to social order –
while western scholars, such as Gavison, are inclined
to emphasize that privacy is essential to democratic
government.22

Up until now, most ethical discussion of privacy
has only dealt with some special problems of privacy,
such as genetic privacy, network privacy, etc. (as we
saw above), and there has yet to appear any paper or
work that gives a general justification of privacy from
a more abstract, theoretical approach in general
ethics. This indicates, on one hand, that the issues of
privacy or right to privacy are already of interest to
some researchers in ethics: on the other hand, this
interest has not reached a sufficiently extensive degree
(i.e., to issue in research and publication of analyses
of privacy concepts as rooted in more general ethical
theory). By the same token, if available ethical justi-
fications of privacy or privacy rights are not suffi-
ciently extensive, rationale for laws protecting
privacy rights will be hard to develop and have well
understood – and the idea of privacy and correlative
awareness of the importance of privacy protection
among the general public may also be more restricted
to and by the older moral view.

The future of the privacy issue in China

Along with the further development of the society,
the condition of privacy in China will also continue to
change. Here, I try to describe the future of Chinese
privacy as follows: first, the laws for privacy protec-
tion will get gradually perfected, and, in particular, it
will be possible to set forth data privacy protection
law. But the legal system of privacy protection that is
likely to emerge may differentiate in important ways
between ‘‘insiders’’ and ‘‘outsiders’’ (i.e., between

domestic privacy protection and privacy protection
regarding those living abroad).

Will there be a specialized law defining the right to
privacy in China as there is in America? This question
is hard to answer because there are too many con-
troversies surrounding the concept of the right to
privacy. But we can be sure that the right to privacy
will be provided as an unattached right in related law.
Moreover, concrete legal provision will be more
extensive than in the past, in order to get a compar-
atively integrated privacy rights protection. This
means that the scope of privacy that is protected by
law will be further expanded. The present condition –
that data privacy protection has no law to go by –
will be quickly improved upon, because, on the one
hand, the problem of data privacy has become a real
problem that is so serious that the legal system simply
cannot avoid dealing with it any longer; and, on the
other hand, research on data privacy has established
some comparatively mature thinking for possible
legislation on data privacy, and, finally, the legal
system can draw helpful lessons from the experience
of the West.

Doubtless, the fact that China has entered into the
WTO has some influence on its system of privacy
protection. As a member of WTO, China must obey
common international conventions concerning pri-
vacy protection. Therefore, in developing these sorts
of contacts and connections with other countries,
China will have to reach a greater consensus with
other nations on the issue of privacy protection. At
the same time, however, keeping in mind the dis-
tinctive cultural background of China, the domestic
law may particularly emphasize privacy protection
consonant with more general Chinese ideas and val-
ues; and though the law may further limit the
administrative actions involving citizens’ privacy –
the law will continue to give priority to national
interests and social benefits. Thus, the legal system of
privacy protection that is likely to emerge in China
will differentiate between home and abroad, namely:
in activities involving foreign countries, privacy pro-
tections will abide by international law – while in
domestic affairs, the privacy protection will abide by
municipal law. These two have different standards, as
we have seen.

Second, ethical research will make a fuller and
more extensive investigation into privacy issues, and
the recognition of individual rights in such research
may even affect predominant concepts and values
(e.g., regarding the individual vis-à-vis the greater
social good).

The increase of social concern with privacy issues
and progress in develop legal protection for privacy
inexorably demand a general advocacy of ethics for

21 See, J.W. DeCew. The Scope of Privacy in Law and Ethics.

Law and Philosophy, 5: 167, 1986.
22 See, R. Gavison. Privacy and limits of law, The Yale Law

Journal, 89(3): 455, 1980.
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privacy and privacy rights. So far, Chinese research-
ers in ethics have not yet given enough recognition to
privacy and privacy rights, but it will be impossible to
neglect this problem over a long period of time.

If Chinese researchers in ethics want to advocate a
general ethics for privacy and privacy rights, they
may do so while largely remaining with distinctively
Chinese ethics: that is to say, they will still demon-
strate the value of privacy and privacy rights from the
primary perspective of social interests. But because of
the individuality of privacy and the particularity of
privacy issues, advocating privacy and privacy rights
in ways that are only based on social interests may
not be sufficient. Therefore, Chinese researchers in
ethics may, after consulting some Western thinking,
strengthen their advocacy of privacy and privacy
rights through greater emphasis on individual free-
dom and individual interests. Once Chinese
researchers have successfully developed such an
ethics, as advocating privacy and privacy rights from
both collective and individual perspectives, they will
make a profound impact on the deeply rooted,
predominant values of Chinese society.

Perhaps such an ethics that extensively advocates
privacy and privacy rights in these ways will become
an important milestone in the history of Chinese
ethics – precisely because it means more concern with
personal freedom, personal rights, and individual
interests. The ideas and values of collectivism will still
be predominant, but these will make some larger
adjustment and revision in order to adapt to the new
situation. This kind of adjustment and revision is not
tantamount to wholesale acceptance of Western
notions of individualism – but it is a critically
important, concrete example of an important pro-
gress in ethical thought and values in Chinese society.

Third, in public consciousness, the respect for
privacy will become more widespread and more
mature. In particular, the idea of respect for privacy
will spread from city to village. Now, the request for
respecting one’s privacy appears mainly in urban
society, and this kind of request is rarely heard in
rural regions. Along with the celebration of the
increasing modernity of Chinese society, the con-
sciousness of respect for privacy may be expected to
be gradually evoked among rural residents as well.

Respect for privacy will also be extended from
outside the family to within the family. Now, many
Chinese still think that matters of shame within the
family should not be made public. At the same time,
they are also inclined to think there is no privacy
within the family – that is to say, there is nothing that
should be hushed up between husband and wife, and
the parents are thought to have a right to know
everything about their sons and daughters (at least, as

long as they are minors and not adults). For example,
according to Dong’s survey of three high schools in
Shanghai City – even in such a big city, while many
high school students very strongly request privacy,
they think that their parents do not adequately
respect their right to privacy.23 So it would seem that
as these students mature and become parents them-
selves, in the future, respect for privacy as a right
within the family will also become more widespread.
Parents will not be able to randomly interfere with
the privacy of their son and daughter, and the hus-
band and wife will also be allowed to keep their
respective privacy. Even if the law has no explicit
provision regarding privacy within families, the peo-
ple’s awareness of privacy and privacy rights will
nonetheless develop in these directions.

In short, the scope of respect for privacy will fur-
ther expand. I think that because of the development
of globalization and the Chinese opening up to the
international community, the various aspects of
Chinese ideas about privacy will be increasingly
affected by Western ideas concerning privacy correl-
atively, the influence of Chinese traditional culture on
conceptions of privacy will decline. Indeed, as we
have already seen, not so long ago, ‘‘privacy’’ in
China was narrowly defined in terms of Yinsi ( ), a
shameful secret. But along with the larger progress of
the society and the influence of Western thoughts,
people will demand more and more rights to privacy,
and ask that the law protect an ever-larger scope of
privacy. Although in the future, Chinese will still not
take on a completely Western conception of privacy,
the trend of further extending the scope of respect for
privacy is unavoidable. There will be more private
matters included in the scope of privacy to be
respected. In particular, such personal information as
age, income, health condition, etc. – information that
in the past was never avoided as taboo topics of
discussion – will be acknowledged by more and more
Chinese as matters belonging to one’s privacy, a
privacy that should be respected.
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